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Abstract
On speaker recognition identity impersonation recent chal-
lenges, we have observed that the probability mass function
(PMF) of the waveform of genuine speech differs significantly
from the PMF of identity theft extracts. In our previous works,
we presented the analysis of the influence of the waveform on
the logical access (LA) spoofing condition, where the spoofing
extracts are composed of synthesized or converted speech. In
this work we extend our analysis to physical access (PA) con-
dition, which focuses on replayed speech. We show that for
replayed data, changes in PMF significantly influence perfor-
mance in terms of spoofing detection. Next, we suggest a way to
reduce the observed gap between bona fid and replayed speech
waveforms. By analogy with the process used to gaussianize
the acoustic parameters, we propose a spoofing speech gen-
uinization, which moves the PMF of the spoofing speech near
the PMF of the genuine speech. The proposed genuinization
process is assessed on the ASVspoof 2019 challenge datasets,
using the baseline system provided by the challenge organiza-
tion. In terms of spoofing detecion equal error rate (EER), both
linear frequency Cepstral coefficient (LFCC) and constant Q
cepstral coefficients (CQCC) features based systems lead to bet-
ter results when applied on non-genuanized replayed data. On
the other hand, when the spoofing detection systems are trained
on genuanized data, the results on genuanized replayed data are
very good compared to the results obtained without applying
genuinization on the data. As observed previously in LA case,
the performance is not consistent and it opens problematic ques-
tions on generalization capabilities of anti-spoofing systems.
Index Terms: anti-spoofing, waveform, probability mass func-
tion (PMF), CQCC, LFCC, GMM, genuinization.

1. Introduction
In recent years, there has been growing interest in the sensi-
tivity of speaker recognition to spoofing attacks and in the de-
velopment of spoofing countermeasures [1, 2, 3, 4, 5, 6]. In
the area of voice authentication, the most common threats are
speech synthesis, voice conversion and replay of recorded ut-
terances . Generally, countermeasures are made up of an addi-
tional system capable of separating authentic speech and spoof-
ing speech, regardless of the type of spoofing attack. Feature
extraction is one the main differences between the different ap-
proaches proposed in the literature ([7, 8, 9, 10]). The most
promising features seem to be constant Q cepstral coefficients
(CQCC) [7] which are a non-linear extension of the linear fre-
quency cepstral coefficients (LFCC). Other proposed features
are mainly based on short-term spectral conversion (e.g., mel–
frequency cepstral coefficients (MFCC) and CQCC) that ignore

the time domain. Only a few exceptions take into account the
time domain and even in those cases, it is only used as a pre-
processing step followed by a short-term spectral analysis. For
example, [11] filters the voice excitation source in order to esti-
mate the residual signal and uses it together with the frequency
domain information inside a Gaussian mixture model (GMM)-
based classifier and [12] applies cochlear filtering and nerve
spike density to perform short-term spectral analysis.

It is not surprising that spectral analysis is widely used in
the field of countermeasures, since spectral characteristics are
also commonly used in many speech conversion systems [13,
14, 15, 16] or in synthesis systems [17, 18].

The lack of interest in time domain information for speech
synthesis, speech conversion or for countermeasure is more
surprising, as the time domain information is well known for
its richness, particularly, but not exclusively, for voice qual-
ity parameter estimation and pathological voice assessment
[19, 20, 21, 22, 23, 24]. It seems straightforward that at least
voice quality parameters should be important for separation be-
tween genuine speech and spoofing speech. Ignoring the time
domain is apparently more linked to the intrinsic difficulty of
this type of approach than to a lesser interest in it.

In [25] and [26], a simple way to use the temporal do-
main based on entropy parameters has been proposed to de-
tect speech overlap between two speakers. In [27], a similar
approach was applied to evaluation of database adequacy. In
both cases it was found that this simple representation of in-
formation in the time domain provides interesting and valuable
information, that is not captured by conventional approaches
that are based on short-term spectra. Following the same path,
we proposed in [28] a probability mass function (PMF) repre-
sentation of a waveform. Significant differences between the
PMF of the spoofing speech and the PMF of the genuine speech
were observed. In the same article, a process inspired by the
Gaussianization of MFCCs proposed by [29] and noted by anal-
ogy, genuinization, was also proposed in order to reduce the
gap between the PMF of spoofing speech and the PMF of gen-
uine speech. This genuinization process works on the waveform
amplitude level. It was evaluated on the ASVspoof 2019 chal-
lenge [30] logical access (LA) conditions.

This article mainly proposes an extension of [28]. It wishes
to evaluate the interest of PMF of the waveforms in the case of
replay attacks in the context of the ASVspoof 2019 challenge
[30].

The rest of the paper is organized as follows: Section 2 de-
scribes the databases that are supplied by ASVspoof challenge;
in 3, PMF of genuine and spoofing speech are presented and
compared; the genuinization process is shortly described in sec-
tion 4; experiments and results are presented in section 5, while
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section 6 presents some general comments on the experiments.
Section 7 concludes the paper.

2. Databases
The experiments presented in this work are carried out using the
following ASVspoof 2019 data sets: genuine (bona fide), log-
ical access (LA - speech synthesis and voice conversion tech-
niques) and physical access (PA - replayed speech). A summary
of the different datasets is presented in Tables 1 and 2. It is im-
portant to mention that the conditions corresponding to physical
access (PA) are simulated both for the acoustic conditions of the
recorded room (27 different conditions) and for the replay de-
vices (9 different configurations) . In terms of duration, for both
LA and PA, most of recordings are in the range of 1−6 seconds.

Table 1: Logical condition databases.
#Speakers #Utterances

Subset Male Female Bona fide Spoof
Training 8 12 2, 580 22, 800
Development 8 12 2, 548 22, 296

Table 2: Physical condition databases.
#Speakers #Utterances

Subset Male Female Bona fide Spoof
Training 8 12 5, 400 48, 600
Development 8 12 5, 400 24, 300

3. PMFs of genuine and spoofing speech
In order to calculate a given waveform PMF, we count how
many occurrences are there for each possible sample values and
store the results in a histogram. As the audio files are quantized
with 16 bits per sample, a 216 bins histogram is extracted. Then,
each bin is divided by the total number of samples to obtain the
corresponding probability for that bin. If a PMF is calculated
on several audio recordings, the histograms are simply accumu-
lated before calculating the bin probabilities. No voice activity
detection (VAD) is applied: a PMF is extracted using all sam-
ples, including non-speech segments.

Figures 1 and 2 respectively show the PMFs of the training
files for the LA condition (synthesized or converted speech) and
the training files for the PA condition (replayed speech). It is
clear that the PMF corresponding to the spoofing data shows a
much more pronounced peak near the origin, compared to the
PMF of genuine speech. This effect is even more evident for
the PA condition than for the LA condition.

Several research works like [31] show experimentally that
the non-speech parts are important for the task of detection of
identity theft, at least within the framework of the ASVspoof
challenge, but they do not provide a theoretical explanation for
this phenomenon. Following this discovery, the VAD is gener-
ally not used in the field of spoofing detection. To confirm or
contradict this generally accepted fact, we repeat the previous
experiments for the LA condition, but this time we calculate the
PMF after applying a VAD, therefore only on the parts of the
recordings that contain speech. Hence, we compute the PMF
over the non-speech parts only. We select a very simple energy
VAD, using the same approach as in [32] and [33].

Figure 1: Waveform amplitude PMFs for logical condition,
train set, Genuine (a) and Spoofing (b) speech (no VAD).

Figure 2: Waveform amplitude PMFs for physical condition,
train set, Genuine (a) and Spoofing (b) speech (no VAD).

Figure 3 presents the PMFs computed using the speech
parts only (as opposed to the PMF in figure 1 where no VAD
is applied). Figure 4 shows the waveform PMFs computed only
using the non-speech parts. It is clear that when the PMFs are
calculated only on speech parts, little difference is observed be-
tween genuine speech and spoofing speech, while a significant
difference is observed in the case of PMFs calculated only on
the non-speech part. Figures 5 and 6 present the same experi-
ments based on physical access (PA) conditions. The same ef-
fects are observed.

It confirms that non-speech is of great importance for the
ASVspoof challenge but asks the question whether this conclu-
sion is really based on the characteristics of speech or on other
factors. It seems to us that the latter hypothesis is more proba-
ble as speech characteristics are certainly more linked to speech
parts of the recordings than to non-speech parts...

4. Genuinization process
Figures 1 and 2 show that the PMF of genuine speech and the
PMF of spoofing speech differ strongly, for both LA and PA
conditions. In order to reduce the gap between the PMFs, we
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Figure 3: Waveform amplitude PMFs for logical condition,
train set, Genuine (a) and Spoofing (b) speech, speech part only
(after applying VAD).

Figure 4: Waveform amplitude PMFs for logical condition,
train set, Genuine (a) and Spoofing (b) speech, non-speech part
only (after applying VAD).

wish to transform the spoofing speech signal samples in order
to obtain a PMF that will be as close as possible to the PMF of
genuine speech. Of course, this genuinization process should
not modify the other aspects of the spoofing speech. Let pgx (k)
be the PMF of the genuine speech waveform, where g means
genuine; x is a discrete random variable x ∈

{
1, . . . , 216

}
; k is

the value assigned to x (the actual signal’s amplitude is s (n) =
−1 + k · 2−15). The cumulative distribution function (CDF) is
F g
x (k) =

∑k
q=1 p

g
x (q). Then, for each spoofing speech signal

s (n) a PMF psx (k) (s for the spoofing signal) is calculated,
followed by the its CDF F s

x (k). The genuinization algorithm is
described in Algorithm 1.

5. Experiments using Genuinization
This section presents different experiments using the proposed
genuinization process. Figure 7 shows the PMF of spoofing
speech before and after genuinization for the LA condition (a
narrow band of amplitudes is underlined to facilitate compar-
isons). The PMF of genuine speech is also given for com-

Figure 5: Waveform amplitude PMFs for physical condition,
train set, Genuine (a) and Spoofing (b) speech, speech part only
(after applying VAD).

Figure 6: Waveform amplitude PMFs for physical condition,
train set, Genuine (a) and Spoofing (b) speech, non-speech part
only (after applying VAD).

Algorithm 1 Genuanization algorithm
Require:

Given a spoofing file, s (n) . n = 1, . . . , N
Be the genuinized file, ŝ (n)
Genuine CDF F g

x (k) . k ∈ 1, . . . , 216

Spoofing file CDF F s
x (k)

for k := 1 to N step 1 do
Set k = [s (n) + 1] 215.
Find q∗ = argmax

q
{F g

x (q) ≤ F s
x (k)}

Set ŝ (n) = −1 + 2−15 · q∗
Return: ŝ (n)

parison. No VAD process is applied and all the samples are
used. A significant correction of the PMF is observed. We per-
formed a subjective assessment of the spoofing files by listening
to several recordings. This evaluation indicates that poor quality
spoofing files lose quality after genuinization whereas for high
quality recordings, no degradation is observed. However, this
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does not guarantee that genuinization is capable of improving
spoofing performance or making it more difficult to detect.

Figure 7: Waveform amplitude PMFs for logical condition,
train set, original spoofing speech (upper), spoofing speech after
genuinized (middle) and genuine speech (bottom).

In the rest of this section, we assess the effect of the gen-
uinization on spoofing speech detection performance. The chal-
lenge baseline system is used and two feature sets are evaluated,
LFCC and CQCC. The GMMs have 512 mixture components.
Several variants are explored: the genuinization is applied to the
training data, to the test data or to both; the genuinization is per-
formed only on the non-speech parts (the parameter estimation
is done on the non-speech parts and only these parts of the sig-
nals are transformed) or uses the complete utterances. Spoofing
speech detection performance is evaluated on ASVspoof 2019
development dataset in terms of EER [30].

To help the reader, Table 3 presents a summary of the ex-
perimental conditions.

Table 3: Experimental setup. It shows for each experiment
whether the genuinization is applied (y) or not (n), respectively,
on train and test data. The NS column indicates if all the sam-
ples are used for the genuinization (n) or if the genuinization is
focused on Non Speech (NS) only (y).

Table number Train [y/n] Test [y/n] NS [y/n]
4 n n n
4 n y n
5 y n n
5 y y n
6 n n n
6 n y y
7 n n n
7 n y n
8 y n n
8 y y n

5.1. LA condition

Table 4 summarizes the results when the genuinization is ap-
plied or not during the test (on spoofing records only), but not
during the training phase. With CQCC features, applying gen-

uinization increases the spoofing detection error rates by a fac-
tor of 10. It might indicate that CQCC features, which work
about 9 times better than LFCC without genuinization, are re-
lated to the waveform amplitude information. For LFCC, the
EER decreases from 2.7% without genuinization to 1.29% with
genuinization. The latter result may suggest that the LFCC fea-
tures are loosely linked to the time domain waveform informa-
tion.

Table 4: Spoofing detection performance using original or gen-
uinized test files for LA conditions.

Original Genuinized
LFCC EER [%] 2.709 1.291
CQCC EER [%] 0.394 3.219

The table 5 presents a similar experience using genuiniza-
tion for the training phase. For CQCC, the spoofing detection
system displays an EER at 43% with the original test data.
When authentication is also used for test files, the EER ap-
proaches 0%. For LFCC, the use of genuinization on the train-
ing set results in a decrease in performance (around 34.4%
EER) but it also approaches zero when genuinization is applied
to the test spoofing recordings. The two results seem to confirm
our hypotheses on the role of waveforms for MFCC and CQCC.

Table 5: Spoofing detection performance using genuinization
during the training, for LA condition. The results when textit-
genuinized is applied or not on test files are provided.

Original Genuinized
LFCC EER [%] 34.379 0.048
CQCC EER [%] 43.477 0.007

In section 5 we raised the question on the use of non-speech
parts for spoofing detection. The following experiments aim
to assess whether the genuinization process is sensitive to the
question of speech/non-speech. Such sensitivity would support
the hypothesis that the good results shown using non-speech
parts are more of an artifact of the evaluation process, rather
than a true characteristic of speech or spoofing. To assess the
sensitivity to non-speech segments, we suggest working only on
non-speech parts: the parameters of the genuinization (the tar-
get CDF) are trained using non-speech parts only and the gen-
uinization is applied only to non-speech parts during the test
phase.

Table 6 presents the results when the genuinization is per-
formed on non-speech data only (it is similar to the table 4,
except for the emphasis on non-speech parts). For CQCC, the
spoofing detection EER is multiplied by a factor of 4 when non-
speech genuinization is applied (from 0.39% to 3.37% EER).
For the LFCC, a relative increase of about 25% in the EER is
observed when non-speech genuinization is applied (from 2.7%
to 3.37% EER). These results confirm that the CQCC are more
linked to waveform information than the LFCC are. More-
over the results indicate that the good performance obtained
in the literature using non-speech parts for spoofing detection is
mainly due to an experimental artifact .

5.2. PA condition

This section is devoted to the effect of genuinization on the
physical access condition (PA), the replay attack condition.
Figure 8 shows the corresponding PMFs for genuine speech,
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Table 6: Spoofing detection performance using non-speech only
genuinization of test data for LA conditions.

Original Genuinized
LFCC EER [%] 2.709 3.374
CQCC EER [%] 0.394 1.577

spoofing records without genuinization and with genuinization,
computed on all samples (VAD is not applied). When we ap-
ply the genuinization to the replayed data, we observe an un-
expected phenomenon, with an astonishing behavior close to
the null amplitude (attention, the maximum value on the ver-
tical axis is not the same for the three plots). It looks like
no sample is assigned to zero during the genuinization pro-
cess. It can be explained by looking at the CDFs as shown
in Figure 9. Since the probability that the spoofing signal has
the value zero is much higher than for the authentic signal,
the assignment q∗ = argmaxq {F g

x (q) ≤ F s
x (k)} (as in the

algorithm 1) never has the value of q∗ = 215 (which gives
s (n) = −1 + q∗ · 2−15 = 0) but only a higher value. This
explains why in Figure 8, middle plot, the right side has a
”humped back”, equivalent to the probability of s (n) = 0. In
order to overcome this phenomenon, we propose to perturb the
spoofing signal a little bit and to apply the algorithm 1 on this
perturbed signal. The result of this approach is illustrated in
Figure 10. It can be seen that, now, the genuinized PMF is sim-
ilar to the PMF of the genuine speech.

Figure 8: Waveform amplitude PMFs for PA condition, train
set, original spoofing speech (upper), spoofing speech after gen-
uinized (middle) and genuine speech (bottom).

We also examine the effect of applying genuanization to
the training data for physical access condition (PA), follow-
ing the same process as for the logical access (LA) condition,
using all samples (VAD is not applied). The results are pre-
sented in Table 7 and in Table 8. The use of the genuiniza-
tion on the test data reduces the EER for the two feature sets,
LFCC (from 11.96% to 8.41% EER) and CQCC (from 9.87%
to 8.52%EER). To train the spoofing model after genuiniza-
tion yields a large loss in spoofing detection performance when
the genuinization is not applied on test data (from 12% to 30%
EER for LFCC and from 10% to 20% EER for CQCC). Still,
the same model allows for a marked improvement in perfor-
mance when the genuinization is also applied to the test data

Figure 9: The CDFs of the genuine and spoofing speech for PA
condition.

Figure 10: Waveform amplitude PMFs for PA condition, train
set, original spoofing speech (upper), spoofing speech after gen-
uinized (middle) of the perturbated signal and genuine speech
(bottom).

( 1% EER for LFCC and 0.1% EER for CQCC).

Table 7: Spoofing detection performance using original or gen-
uinized test files for PA conditions.

Original Genuinized
LFCC EER [%] 11.96 8.41
CQCC EER [%] 9.87 8.52

Table 8: Spoofing detection performance using genuinization to
train spoofing model and original or genuinized test files for PA
conditions.

Original Genuinized
LFCC EER [%] 30.22 0.98
CQCC EER [%] 19.54 0.09
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6. Comments
The time domain is generally overlooked in conventional
spoofing/anti-spoofing approaches, which focus mainly on the
frequency domain. This is mainly due to the intrinsic difficulty
of methods in the time domain compared to those based on the
frequency domain. We aim to overcome this limitation since
certain statistics of speech could be more easily highlighted in
the time domain than in the frequency domain.

This article follows on our previous work, [28], where
we proposed a relatively simple approach in the time domain,
which exploits the probability mass function (PMF) of the
waveform amplitudes. We have shown that for both ‘’sides
of the coin”, spoofing and anti-spoofing, more attention should
be paid to the time domain. This is evident in the differences
in waveform amplitude PMFs that we highlighted. Based on
the PMF differences, we have proposed a simple genuinization
method to transform the spoofing speech in order to reduce the
waveform amplitudes PMF gap between genuine and spoofing
speech. We showed that it worked very well for LA conditions.

In the present work, we first extended our interest to physi-
cal access (PA) conditions. We observed that the probability of
the replayed speech signal at s (n) = 0 is exceptionally high.
To overcome this phenomenon, we perturbed slightly the speech
amplitude before the CDF calculation. After this modification,
our genuinization approach works as expected on the PA condi-
tion (we applied the same protocol on the LA conditions and it
did not harm results).

Furthermore, when we looked at the performance of
ASVspoof 2019 challenge baseline system using LFCC or
CQCC features, we found that the baseline system was vulner-
able to time domain signal changes brought about by the gen-
uinization process. For LA condition, the CQCC seem to be
more sensitive to the waveform amplitude information than the
LFCC. On the other hand, for PA conditions, we observed that
the LFCC were more sensitive than the CQCC. Even if we are
not able to generalize our findings to all anti-spoofing systems,
it seems reasonable to assume that at least some of them are
also vulnerable to these time domain changes. It can also be as-
sumed that other features may also be sensitive to time domain
manipulations.

It is surprising that restricting the signal to the speech parts
(via the use of a VAD) negatively affects performance during
ASVspoof challenges. It seemed interesting to better under-
stand the cause for this phenomenon, so part of the work pre-
sented in this article was devoted to this point. This probably re-
lates to the differences we observed in the low amplitude part of
the PMF between authentic speech and spoofing speech, since
this area is mainly associated with non-speech events. We have
also shown that focusing on non-speech only for the genuiniza-
tion affects the performance (the genuinization is trained using
non-speech segments only and is applied to non-speech parts
only). This raises the question regarding the information used
by current spoofing and anti-spoofing systems. Certainly, more
attention should be paid to the non-speech (and low energy)
parts when generating the spoofing files using voice synthesis
or voice conversion technologies.

Another problem is related to the evaluation process of the
ASVspoof 2019 challenge itself, concerning the PA condition.
In order to control the replay conditions, ”recording” and ”re-
play” are simulated. This may be the cause of the form of the
replayed PMF. The synthesis procedure generally takes into ac-
count the spectral density, which is the same as the autocorre-
lation information (that is to say the second order statistics). It

does not care about the waveform sample distribution and the
PMF can differ considerably from the real replayed PMF, while
the spectral density remains very close.

7. Conclusion
To conclude, this work extends our previous work carried out
on the LA condition, to the PA condition. A simple approach in
the time domain, the waveform amplitude distribution, is used
to compare genuine speech versus spoofing speech. Similar
effects are observed using PA data as those we had found for
LA conditions. Even though the proposed method is simple, it
clearly shows that time domain information cannot be ignored
for spoofing as well as for spoofing countermeasures.

In the real world, during replay attacks, the spoofing sys-
tem does not have access to the data after the replay process,
so it is impossible to apply genuinization in the PA conditions.
Still, using the same principle, it seems to us that applying a
genuinization pre-processing before replaying the signals is in-
teresting and should be studied carefully.

This work also answers an open question regarding the
common use of non-speech signal zones during various anti-
spoofing challenges. It shows that the gain observed while
working on non-speech parts is more an artifact than a funda-
mental characteristic.

In addition, this last point illustrates that it is not possible to
rely solely on performance measurement and that it is essential
to use an explainable approach in the field of spoofing of voice
authentication and its countermeasures.
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