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Abstract

This paper describes a text-prompted speaker verifica-
tion system which is robust to imposture using synthetic
speech generated by an HMM-based speech synthesis
system. In the verification system, text and speaker
are verified separately. Text verification is based on
phoneme recognition using HMM, and speaker verifica-
tion is based on GMM. To discriminate synthetic speech
from natural speech, an average of inter-frame difference
of the log likelihood is calculated, and input speech is
judged to be synthetic when this value is smaller than a
decision threshold. Experimental results show that the
false acceptance rate for synthetic speech was reduced
drastically without significant increase of the false accep-
tance and rejection rates for natural speech.

1. Introduction

For speaker verification systems, security against impos-
ture is one of the most important problems, and many ap-
proaches to reducing false acceptance rates for impostors
as well as false rejection rates for customers have been
investigated. However, imposture using synthetic speech
had barely been taken into account due to the facts that
quality of the synthetic speech was not enough, and that
it was difficult to synthesize speech with arbitrary voice
characteristics.

Recent advances in speech synthesis make it possible
to synthesize speech of good quality. We have proposed
an HMM-based speech synthesis system [1],[2] which
can synthesize smooth and natural sounding speech.
Moreover, we have shown that we can change voice
characteristics of synthetic speech to target speaker’s by
applying speaker adaptation techniques using a small
amount of adaptation data [3],[4]. From these points of
view, we have shown that it is possible to cheat speaker
verification systems using the HMM-based speech syn-
thesis system and it is difficult to discriminate synthetic
speech from natural speech effectively in the current
framework of speaker verification systems based on sta-

tistical models such as HMM [5],[6].
In this paper, we propose a technique for discrimi-

nating synthetic speech from natural speech. The tar-
get speech synthesis system is the HMM-based speech
synthesis system [4]. We assume that we can get a
small amount of speech data uttered by a customer of
the speaker verification system. Before imposture, the
speech synthesis system is adapted to the customer using
the speech data.

The remainder of this paper is organized as follows.
The baseline speaker verification system is described
briefly in Section 2, and Section 3 describes how to dis-
criminate synthetic speech from natural speech. Experi-
mental conditions and results are given in Section 4 and
5. Finally, a summary is given in Section 6.

2. System Overview

We adopt a text-prompted speaker verification system as
a baseline system in which text and speaker are verified
separately. Figure 1 shows a blockdiagram of the pro-
posed speaker verification system. The system consists
of three parts, the text verification part, the speaker verifi-
cation part, and the synthetic speech discrimination part.
To be accepted by the system, it is required that input
speech is accepted by both the text and speaker verifica-
tion parts, and is judged to be natural by the synthetic
speech discrimination part.

In the text verification part, phoneme recognition is
performed, and the accuracy defined as

Accuracy(%) =
N − S − D − I

N
× 100 (1)

is calculated, where N is the total number of phonemes
in the reference transcriptions of the key text, S, D, I
are the numbers of substitution, deletion, and insertion
errors, respectively. Input speech is accepted if the accu-
racy is higher than a decision threshold.

For speaker verification, we adopt a speaker verifica-
tion system based on Gaussian mixture model (GMM).
The distribution of feature vectors extracted from each
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Figure 1: Blockdiagram of a robust speaker verification system against HMM-based speech synthesis
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Figure 2: Inter-frame difference of log likelihood for natural and synthetic speech.

customer’s speech is modeled by a GMM. In the verifica-
tion stage, log likelihood of the claimed speaker’s GMM
is calculated and normalized using a speaker independent
GMM. Then the normalized log likelihood is compared
to a decision threshold, and the claim is judged to be ac-
cepted or rejected.

3. Discrimination between Synthetic and
Natural Speech

Let O = (o1, o2, . . . , oT ) be the parameter sequence ex-
tracted from input speech. We define inter-frame differ-
ence of log likelihood as follows,

∆lt = |lt − lt−1| (2)

where
lt = log P (ot|λ) (3)

denotes log likelihood of claimed speaker’s GMM λ at
frame t.

Figure 2 shows an example of the values of ∆lt
for natural and synthetic speech of a Japanese sentence.

From this figure, it can be seen that the values of ∆lt cal-
culated from synthetic speech have a tendency to become
smaller than natural speech.

In the HMM-based speech synthesis system, since the
speech parameter sequence is generated so as to maxi-
mize the output probability, time variation of the speech
parameters of synthetic speech tend to become smaller
than natural speech. As a result, ∆lt calculated from syn-
thetic speech tend to become smaller than natural speech.

From this fact, we use an average of inter-frame dif-
ference of log likelihood, defined as

D =
1

T − 1

T∑

t=2

∆lt, (4)

for discrimination between synthetic and natural speech.
If the value of D is smaller than a decision threshold, the
system judges input speech to be synthetic and rejects it.

4. Experimental Conditions

We used 16 male speakers as customers and 20
male speakers as impostors from ATR Japanese speech
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Figure 3: False acceptance and rejection rates of speaker
verification part as a function of the values of the decision
threshold.
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Figure 4: False acceptance and rejection rates of text ver-
ification part as a function of the values of the decision
threshold.

database C-set. Each customer was modeled by a 32-
component GMM trained using five sentences. A speaker
independent GMM used for likelihood normalization was
trained using 4500 sentences uttered by 30 male speak-
ers from ASJ Continuous Speech Corpus for Research.
For text verification, we used three-state 16-mixture left-
to-right monophone HMMs which are included in IPA
Japanese Dictation Toolkit (1999 version) [7]. These
models were trained using 20 thousand sentences uttered
by 132 speakers from ASJ Continuous Speech Corpus
for Research and ASJ Japanese Newspaper Article Sen-
tences. The number of phonemes was 43. Speech signals
were sampled at 16kHz. Mel-frequency cepstral coeffi-
cients (MFCC) were extracted using a 25ms Hamming
window with a 10ms shift, and cepstral mean subtraction
(CMS) was applied for every sentences. The number of
filterbanks used for calculation of MFCC were 24. The
feature vector consisted of 12 MFCC, 12 delta-MFCC,
and delta log energy.

The speech synthesis system were trained using
2118 sentences uttered by six male speakers from ATR
Japanese speech database B-set. These speakers were not
included in the training speakers of the speaker verifi-
cation system. Then, the speech synthesis system was
adapted to each customer using five sentences. Speech
signals were windowed by a 25ms Blackman window
with a 5ms shift, and mel-cepstral coefficients were cal-

Table 1: The false rejection and acceptance rates (%)
for the speaker verification system without the synthetic
speech discrimination part.

natural synthetic
FRR FAR FAR
0.50 0.005 86.3

culated by the 24th order mel-cepstral analysis [8]. Pitch
values were obtained using ESPS get f0 program [9]. The
feature vector consisted of 25 mel-cepstral coefficients
including the zeroth coefficient, logarithm of fundamen-
tal frequency, and their deltas and delta-deltas. We used
5-state left-to-right context dependent phoneme HMMs
in which the spectral part of each state was modeled by
a single Gaussian distribution, and the pitch, its delta and
delta-delta parts were modeled by multi-space probabil-
ity distributions [10]. We used 42 phonemes including
silence and pause. The details of contextual factors are
shown in [2]. States of the HMMs were clustered using
a decision tree based context clustering technique with
MDL-criterion [11].

We used 100 sentences from ATR phonetically bal-
anced Japanese sentences for testing. The sets of sen-
tences used for training of the speaker verification sys-
tem, training and adaptation of the speech synthesis sys-
tem, and testing did not overlap each other.

Decision thresholds were determined a posteriori to
give the equal error rates (EERs) in every parts of the
speaker verification system.

5. Results

5.1. Baseline Performance

Figure 3 shows the false rejection rate (FRR) and false
acceptance rates (FARs) of the speaker verification part
as a function of the values of the decision threshold. In
this figure, solid and dotted lines denote the FRR and the
FAR for customers’ and impostors’ natural speech, re-
spectively, and dash-dotted line denotes the FAR for syn-
thetic speech. The equal error rate (EER) of 0.46% for
natural speech was achieved. However, when the deci-
sion threshold is determined to give the EER for natural
speech (denoted by dashed line), the FAR for synthetic
speech reached over 86%. Moreover, the EER for natural
and synthetic speech reached over 27%. From these facts,
it can be seen that it is difficult to discriminate synthetic
speech by adjusting the decision threshold.

Figure 4 shows the FRR and FRR of the text veri-
fication part as a function of the values of the decision
threshold. In this figure, solid and dotted lines denote the
FRR and the FAR for natural speech. The text verification
part achieved the EER of 0.028% for natural speech. The
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Figure 5: False acceptance and rejection rates of synthetic
speech discrimination part as a function of the values of
the decision threshold.

FAR and the FRR for synthetic speech are 0.043% and
0.062%, respectively, with the decision threshold which
gives the EER for natural speech (denoted by dashed
line). These results show that performance of the text
verification part is sufficient for text verification.

Total performance of the baseline verification system
without synthetic speech discrimination part is shown in
Table 1. The verification system achieved sufficient per-
formance for natural speech, however, the FAR for syn-
thetic speech reached over 80%.

5.2. Discrimination between Synthetic and Natural
Speech

Figure 5 shows the false acceptance and rejection rates of
the synthetic speech discrimination part as a function of
the values of the decision threshold. In this figure, solid
line denotes the FRR for customers’ natural speech, and
dotted line denotes the FAR for synthetic speech, respec-
tively. The EER of 2.50% was achieved.

Total performance of the verification system with
synthetic speech discrimination part is shown in Table 2.
It can be seen that the FAR for synthetic speech was re-
duced drastically by introducing the synthetic speech ver-
ification part without significant increase of the FRR and
the FAR for natural speech.

6. Conclusion

In this paper, we proposed a technique to discriminate
synthetic speech generated by an HMM-based speech
synthesis system from natural speech. Experimental re-
sults showed that the FAR for synthetic speech was re-
duced drastically without significant increase of the FRR
and the FAR for natural speech. However, the proposed
technique is limited for the HMM-based speech synthesis
system. Investigation into speech synthesis systems with
different frameworks is our future work.

Table 2: The false rejection and acceptance rates (%) for
the speaker verification system with the synthetic speech
discrimination part.

natural synthetic
FRR FAR FAR
2.93 0.004 0.69
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