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Abstract
In this paper, we proposed an easy scheme to protect the
integrity of a period of speech content. We first break the
speech signal into a series of consecutive frame and do DCT
transform on them, then we sequentially encode the watermark
into those frames separately. Every watermark is modulated by
the statistical characteristic of previous frame of speech
content; therefore we can detect any signal discontinuity
caused by telltale signal distortion on the watermarked speech.
Experiment shows that even after cropping most of the signal
and leaves only 0.1 second of watermarked signal, we can still
detect the watermark.

1. Introduction
Digital watermarking has been an active research area in
signal processing in recent years. Most of such techniques
have been developed for images, video, audio, and multimedia
signal [1-5][9-11]. It seems not too much works have ever
been reported on speech signal. Digital watermarking can be
achieved by directly modifying the original signal by inserting
a “fingerprint” into the signal content. If one and only that one
person can correctly detect the corresponding watermark on
the signal content, apparently that person can claim the
ownership of that signal content.

There have been two major issues in digital
watermarking: the robustness and the fragility. Most of the
previous researches on digital watermarking were focused on
the robustness issue in which the purpose is to imperceptibly
embed some data into the host signal and make sure that there
isn’t any possibility to remove these data without degrading
the quality of the signal content, therefore the ownership of
that content can be protected. Robustness with respect to
signal compression, corruption, and distortion is also desired.
On the other hand, the purpose of fragility is that any
malicious distortion on the host signal can be easily detected.
If a fragile watermark on the host signal can be completely
extracted, then the “credibility” of that content can be proved
because we can make sure no malicious distortion has ever
been made on that signal. So the received signal content is
authenticated.

With the rapid growth of speech processing technology,
there will be more and more important speech-based
transaction happening ubiquitously via wired or wireless
communication networks. The credibility and fragility of
speech will apparently be more and more emphasized than
ever before. For example, if some on-line speech-based
banking services are provided, it is definitely important to

authenticate the user’s voice from the telephone and to assure
the voice has not been cropped maliciously. In another
example, the utterance of ”Thirty million and one thousand
dollars ” may be easily cropped into “One thousand dollars.”
Clearly, any cropping or editing on the speech content needs to
be easily detected, because the meaning of a sentence may be
completely changed by simply deleting a simple word as in
the example. Therefore, a reliable mechanism to prove the
credibility of speech content is certainly highly desired.

On the other hand, speaker verification has been a
major research area in speech processing for years, and
substantial efforts have been made. In fact, fragile
watermarking techniques can be easily used to achieve
speaker verification simply by encoding the user password as
the key for watermark. At the receiving end, the system can
check if the password of that user can correctly extract the
embedded watermark. Then, the identity of the speaker of the
voice can be verified in this way.

Most of the existing fragile digital watermarking
techniques were designed for image ([1], [2]). An audio
watermarking scheme was recently proposed which can be
both fragile and robust, but many more information other than
the “key” needed in this approach [3]. In this paper, a new
approach for fragile watermarking for speech signal is
proposed. This approach only needs to store only a key, which
the detection process can still be blind (i.e. without knowing
the original.).

2. the Proposed Approach
The proposed approach is primarily for watermarking of
speech signals, but it can also be used for video signals,
because they both are based on the concept of frames.

A. Notation

A sequence of real numbers {Xi(n), n=0,…,N-1} is used to
represent the i-th frame of the original speech signal after
some digital transformation(DFT, DCT, or wavelet), while
another sequence of real numbers {Yi(n), n=0,…,N-1} is used
to denote the sequence of the i-th frame of the watermarked
speech signal in the transform domain. {U(p), p=0,…,P-1} is
the P-bit pseudo random bit sequence generated by a key [5].
Also, Ml,i and Vl,i are the mean and variance of the components
in the low frequency band of the i-th frame, and Mh,i and Vh,i

are the mean and variance of the components in the high
frequency band of the i-th frame. {Wi(p), p=0,…,P-1} is the P-
bit watermark sequence to be inserted onto the I-th frame of
speech signal {Xi(n)}, while {Wi’(p), p=0,..,P-1} is the
extracted watermark sequence from the i-th of watermarked
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speech signal {Yi(n)}.

B. Watermark Embedding

First, we divide the original speech signal into non-
overlapping consecutive frames, and take some digital
transform (In the implementation, we use DCT) on them to
obtain a sequence {Xi(n)} for each frame. Second, for each
frame {Xi(n)}, we use the watermarked previous frame {Yi-

1(n)} to calculate the corresponding mean/variance values Ml,i-

1, Vl,i-1, Mh,i-1, Vh,i-1 for high/low frequency components. Each
of these four values is first quantized into an integer, and then
multiplied by another integer U which is the integer
representation of the pseudo random bit sequence {U(p)}
generated by the key as mentioned above. Mod 2P/4 was then
performed on the resulted integer to become a (P/4)-bit binary
pattern, where P is the total number of bits in {U(p)}
mentioned above. In this way, four (P/4)-bit patterns are
generated and they are put together to form a P-bit sequence
which will be used as the watermark sequence {Wi(p)} for the
i-th frame {Xi(n)}. This {Wi(p)} is the watermark sequence to
be inserted into the coefficients of {Xi(n)}.

P out of N coefficients of the i-th frame {Xi(n)} are then
selected, on which the P-bit watermark sequence {Wi(p)} is to
be inserted. These P coefficients are denoted as {Xi(p),
p=0,…,P-1} here.

Fig. 1. Digitized the value into binary number

Fig. 2. Embedding the watermark {Wi(p)} into the i-th frame
{Xi(n)}

Fig. 3. Extract the watermark hidden in the i-th frame

A digitization function Q(x) is first defined here, which
maps a real number to a binary bit by dividing the entire range
into small segments of length d and assigning binary bits to
the segments alternatively as shown in Fig. 1.

---(1)
The operation of inserting the watermark sequence

{Wi(p), p=0,…,P-1} onto the signal sequence {Xi(p),
p=0,…,P-1} into the watermarked sequence {Yi(p), p=0,…,P-
1} is then the following function:

---(2)
where k used here can be obtained in equation (1). After
replacing the P values {Xi(p), p=0,..,P-1} by {Yi(p), p=0,…,P-
1}, together with all the other (N-P) values in {Xi(n),
n=0,…N-1} which were not selected previously, the new
sequence is then the watermarked frame {Yi(n), n=0,…,N-1}.
The complete process is shown in Fig. 2.

C. Watermark Detection

The watermark detection process is very similar to the
embedding process with only a minor difference as shown in
Fig. 3. If the sequence of the i-th frame {Yi(n)} is not
corrupted or distorted, applying the digitization function
described in equation (1) on the P selected values {Yi(p),
p=0,…,P-1} on which the watermark sequence {Wi(p)} was
inserted should give exactly the original watermark sequence
{Wi(p)}. This is the fact the reason why the operation in
equation (1) was defined in that way, i.e., applying the
digitization function Q(x) on {Yi(p)} should give {Wi(p)}.
Note that in equation (2), the value of {Xi(p)} will be
unchanged if Q(Xi(p))=Wi(p), and modified such that
Q(Xi(p))=Wi(p) if they aren’t. The detected watermark
sequence is {Wi’(p)}. The tamper assessment function(TAF)
is defined below

---(3)
where the symbol � is a XOR operator. This function

is in fact the error rate of the detected watermark sequence. If
TAF(W,W’) function is higher than a predefined threshold T,
then the signal is considered invalidated. Note that additive
noise or channel distortion, for example, may change some
bits in the watermark sequence.

D. Frame-Based Consecutive Approach

For each frame, the new watermark sequence {Wi(p)} is
generated based on the original key and the statistical
characteristics of the previous watermarked frame {Yi-1(n)}.
After embedding that watermark sequence into the current
frame, the statistical characteristics of the current frame and
the original key are used to generate the watermark sequence
for the next frame. Such mechanism automatically proves the
continuity of the host signal. If any frame of the watermarked
signal was maliciously deleted, or any extra frame was
inserted, the frame-based watermark will be broken at the
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editing point. This can be easily verified in the experiments.

4. Analysis
All possible compression, corruption, or distortion on the
signal may degrade the performance of digital watermarking.
The desired properties of a fragile watermarking scheme are
that it should be fragile with respect to malicious attacks, but
robust with respect to mild distortion (additive noise with
relatively low density, channel distortion with relatively low
bias, and modification due to compression, etc.). This is a very
challenging goal. In principle, the performance of a
watermarking scheme regarding such issues can be measured
by the probabilistic of false alarm and missing. When a mildly
distorted watermarked signal is incorrectly invalidated, this is
called a false alarm such condition as false alarm. Inversely,
when a maliciously attacked watermarked signal is considered
valid, this is called missing. Apparently both probabilistic of
false alarm and missing have to do with the threshold T
selected for the TAF function in equation (3) and the segment
length d chosen for the digitization function in equation (1). A
natural design goal is to have both probabilistic of false alarm
and missing to be small.

i) False Alarm:
We assume in the initial analysis that the characteristics
of the mild distortion can be modeled by an additive
Gaussian random variable [1] with zero means and
variance σ2, also assume that σ/d<<1, where d is the
segment length used in equation (1). Then we can get
the probability of false alarm:

----(4)
where T is the threshold for TAF(W,W’). Equation (5)
can be expanded to be [1][7]:

----(5)
where P is the length of the watermark sequence per
frame and erf(*) is the error function [6]:

----(6)

Clearly, when T and d get small, the probability of false
alarm will increase.

ii)Missing:
In the initial analysis, we assume TAF(W,W’) has some
probability distribution with variance υ and mean θ
when the watermarked signal was maliciously attack.
We then can estimate the probability of missing by
Chebyshev’s inequality:

----(7)

From which the probability for missing has an upper
bound:

----(8)
Factor of 2 is because only half of the distribution will
case the missing. We found that the missing probability
upper bound is dependent only on the threshold value
T.

And using the minimum risk classifier describe in [8], we can
choose the best suited T and d.

5. Implementation Issue
A. Silence Detection

In the watermark embedding process, we use the quantized
values of Ml,i, Vl,i, Mh,i, Vh,i instead of the original floating-
point numbers, so as to reduce the sensitivity to noise or
rounding errors. However, the speech signal is scattered with
silence, for which cases the mean and variance values are
relatively small. As a result, the value of the mean and
variance of those silence frames will be quantized to the same
value of zero, and there will be a hole for malicious attacker to
forge the watermark. Attacker can simply concatenate any two
silences section of watermarked signal and will not be
detected.

This problem should be solved with silence detection.
When we detect frames of silence, the quantization levels used
in the above quantization process should be reduced to reflect
the situation of silence.

On the other hand, we should also reduce the segment
length d used in equation (1) to minimize the perceptual
sensitivity for the silence frames.

B. First-Frame

The watermark embedding process for every frame is directly
dependent on the previous frame. But how should we handle
the first frame? We can simply select a specific set of {Ml,i, Vl,i,
Mh,i, Vh,i} to start with.

6. Simulation Result
In the following experiments, we used speech signal with
sampling rate 22.05 kHz, and frame size is 256 samples/frame.
For each frame, we defined it’s DCT coefficients 1~10 as low
frequency components and 11~40 as high frequency
components, and used them to calculate Ml,i-1, Vl,i-1, Mh,i-1, Vh,i-1.
P is taken as 48. Therefore, the watermark sequence size is 48
bits. By properly tune the size of d, the difference between the
original speech and the watermarked speech can be made
inaudible.

We used one thousand random incorect keys to detect
the watermarked speech. The mean of TAF(W,W’) is 0.5(i.e.,
half of the bits in the detected sequence Wi’(p) is wrong) and
with a variance of 0.054. We used these values as θ and υ in
equation (8). By choosing T=0.167, the probability of missing
is less than 1%.

In Fig. 4, we plotted the number of correctly detected
bits for the 1000 random incorrect keys. It can seen that only
the correct key (at number 500) gave 48 correct bits. For all
other cases only roughly half is correct.
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Fig. 4. Only the correct key can extract the watermark

Fig. 5. Editing point will result low watermark response

Table 1. Watermark performance under MP3 compression
attack

96kbps 112kbps 128kbps
TAF 0.192 0.168 0.122

Table 2. Watermark performance under moving average filter
attack

MA-3 MA-5 MA-7
TAF 0.096 0.182 0.252

In Figure 5, we deleted a portion of the watermarked
speech signal at frame=157, and inserted a section of extra
speech signal into the the watermarked speech at
40<frame<59. In Fig.5, the plot of correctly detected bits as a
function of the frame index clearly shows that above editing
resulted in very low watermark response on the edited-points.

In table 1, we compressed the speech signal with MP3
under three different bit rates, and the resulting TAF(W,W’)
values is still low. In table 2, watermark performance under a
moving average filter with 3, 5, and 7 points are shown. The
scheme can survive the 3-point moving average filter attack
for the threshold defined above.

7. Conclusions and Discussion
In this paper, we use a frame-based approach to embed
watermark into a sequence of speech signal. Besides the
robustness described in other paper [1][3], we can still detect
any editing attack nervously. It is easily shown that even if the
host signal have been cropped into only two frame or 0.1
second, our approach can still detect the watermark. Moreover,
because of the regularity of our scheme, our algorithm is
especially suited for hardware implementation. Future work
will focus on using advanced human perceptual model to
improve the robustness to mild distortion [9][10], embedding
watermark on the advanced speech codec used in GSM mobile
phone, and applying public watermarking [11].
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